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Data Leakage Report

Identity Finder, LLC is a global leader in personally identifiable information (PIl) discovery and sensitive data security.
Identity Finder DLP reduces the risk of data leakage exposure by locating sensitive information in files, emails, databases,
and websites. When configured to do so, Identity Finder DLP can automatically search data stored on desktops and
servers while identifying Social Security Numbers, PCl data, PHI, Dates of Birth, Passwords, Bank Accounts, and other
personal information.

As a courtesy, we have provided this detailed analysis of the apparent data dump of sensitive personal information
posted by the hacker group AntiSec on August 6, 2011. The information in this report presented "AS-IS," without any
warranty as to its accuracy or fitness for a particular purpose. Nothing in this report shall be construed as legal advice.
Though we make commercially reasonable efforts to ensure this information is accurate, Identity Finder encourages you
to investigate and confirm the information in this Report before acting upon it.

Summary of this Report

Our analysis produced the following statistics, which we encourage you to verify before acting upon them. The image
below shows a summary of the search results in Identity Finder DLP 5.0. Please see the explanation below for
clarification and detail.
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Explanation and Clarification of Statistics:

e Identity Finder found 112,014 uncompressed files containing personal information;
e 2,719 Social Security Numbers, of which 1,923 were unique;

e 8 Credit Card Numbers;

e 8,214 Passwords, of which 4,661 were unique;

e 57 Bank Account Numbers;

e 53 Drivers License Numbers;

e 15,798 Dates of Birth, of which 2,058 were unique;

e 106,691 Phone Numbers, of which 17,105 were unique;

e 48,182 Personal Postal Addresses, of which 7,165 were unique; and

e 1,531,638 non-unique e-mail addresses.
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This exposure appears to affect law enforcement officials and individuals who have had interactions with law
enforcement or participated in investigations. We hope that this report will aid the organizations compromised as they
investigate what appears to be a breach of sensitive personal information.

Below is a redacted screenshot of the Identity Finder DLP Software solution, showing a sample of the data in this

exposure:
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LIMITATION OF LIABILTY
THIS REPORT IS PROVIDED FOR FREE AS IS. UNDER NO CIRCUMSTANCES AND UNDER NO LEGAL THEORY, WHETHER IN
TORT, CONTRACT, OR OTHERWISE, SHALL IDENTITY FINDER OR ITS SUPPLIERS BE LIABLE TO YOU OR TO ANY OTHER
PERSON FOR ANY INDIRECT, SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES OF ANY CHARACTER INCLUDING,
WITHOUT LIMITATION, DAMAGES FOR LOSS OF GOODWILL, WORK STOPPAGE, COMPUTER FAILURE OR MALFUNCTION,
OR FOR ANY AND ALL OTHER DAMAGES OR LOSSES. IN NO EVENT WILL IDENTITY FINDER BE LIABLE FOR ANY DAMAGES,
EVEN IF IDENTITY FINDER SHALL HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES, OR EVEN IF SUCH
DAMAGES ARE THE RESULT OF IDENTITY FINDER’S GOOD FAITH ACTIONS.
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