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To effectively manage risk, it is necessary to have enterprise-wide visibility into your organization’s 
areas of exposure and an inventory of vulnerable PII.  Further, a single initiative to find and protect 
insecure data is no longer enough.  With Identity Finder Enterprise Console, you can analyze 
sensitive information across your entire organization and centrally manage policies on distributed 
Identity Finder clients to continually track compliance to your requirements.  Enterprise Console 
arms managers with the intelligence they need to identify problem areas and prevent data leakage.

Avoid being the next big data breach news story

Reporting
•	 Customize reports with match data, log data, and status messages.
•	 Assign roles based access controls to employees. 
•	 Dynamically drill down on specific data points in reports. 
•	 Generate executive summaries from individual searches. 
•	 View all endpoints and their last search time. 
•	 Export match data and log data for additional analytics.
•	 Review the remediation actions performed by users.

Management 
•	 Centrally manage configurations for deployed clients.
•	 Enforce policies on endpoints to customize usage.
•	 Perform ad-hoc or scheduled searches with a specific policy.
•	 Manage Identity Finder Client software updates.

Administration
•	 Control what client data is collected.
•	 Import and organize computers from Active Directory.
•	 Perform single sign-on authentication with Active Directory.
•	 Employ granular Roles Based Access Control.
•	 Configure clients and server to communicate over any port.
•	 Encrypt client data with 256 bit AES and RSA private key encryption.

Proactive Protection
Prevent data leakage by 
finding personal information & 
performing remedial actions.

Robust Reporting
Monitor exposure to 
unprotected data across your 
entire enterprise.

Complete Compliance
Generate audit reports for 
internal and regulatory 
mandates.

Total Control
Manage deployments 
with centralized policy 
administration. 

Prevent Data Loss 
Over the past few years, over a quarter billion personal information records 
were exposed, mostly due to insecure data at rest.  Sensitive data can be 
anywhere and most organizations do not even know where it resides.  Your 
reputation and your employee’s and customer’s safety is at risk when you 
have a data breach, making it critical to protect sensitive information.  
Identity Finder Enterprise Console puts you in control and makes it easy to 
minimize the risk of data loss.
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Identity Finder Enterprise Console
The Enterprise Console provides centralized reporting and remote 
administration.  You can view results from all Identity Finder clients, 
generate management-level summary reports, and issue technical 
reports for users to clean their systems.  You can publish policies to 
control search scheduling, initiate ad-hoc searches, and customize 
application features and the end user experience.  Through the 
Enterprise Console, you can arm your managers to find problem areas 
and fix broken policies.
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About Identity Finder
Identity Finder, LLC was founded in 2001 by innovative security experts.  Its security and privacy technologies provide 
businesses and consumers the ability to prevent data leakage and identity theft.  The company has quickly grown to 
become a leader in identity theft prevention by helping millions of consumers, small businesses, and enterprises in 
over fifty countries.

Requirements: 

•	 Microsoft Windows 
Server 2003/2008

•	 Microsoft SQL 
Server 2005/2008 
(Express, Standard, or 
Enterprise)

•	 Microsoft .NET 
Framework 3.5 SP1

Generate reports for end 
users, management, or 
internal audit. 

Dynamically drill down into 
the data to determine the root 
cause of exposures.

Quickly view scanned 
machines with the dashboard.

Manually organize endpoints 
or import systems from Active 
Directory.

Customize data analysis with 
filtering and sorting.

Create policies to enforce 
custom configurations.

enterprise console


