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Identity Finder Enterprise Client for Windows:
Security Template Settings (inf) Creation Guide
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Document Revision History

Date Version Revision Description
06/22/2009 | 1.0 First version released to customers for Identity Finder 4.0

08/17/2009 | 1.1 Updates to coincide with general availability of Identity Finder 4.0




Creating a Security Template (.inf)

Instructions for creating a security template (.inf) file for Identity Finder using the Microsoft management Console (MMC) GUI.

@ Note: If your operating system is Windows Vista or later, take ownership of c:\windows\inf\sceregvl.inf (by default it is granted to
TrustedlInstaller) and then grant Full Control to that file for your current user.

1. Backup the security template registry path

a. Open the registry editor (start->run->"regedt32")
b. Navigate to HKEY_LOCAL _MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\SeCEdit\Reg Values
c. Right Click on the “Reg Values” key and choose “Export”
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d. Save the exported registry key on your system as SecEditRegValues.reg
2. Make a backup copy of c:\windows\inf\sceregvl.inf by copying c:\windows\inf\sceregvl.inf to c:\windows\inf\sceregvl-orig.inf
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3. Open sceregvl.inf in a text editor

a. Inthe [Register Registry Values] section, paste (append, do not replace) the contents of the file IDF-RegisterRegistryValuesSection vX.txt

(where X will be the latest version, for example IDF-RegisterRegistryValuesSection v4.0.txt)
b. Inthe [Strings] section, paste (append, do not replace) the contents of the file IDF-StringsSection vX.txt (where X will be the latest
version, for example IDF-StringsSection v4.0.txt)

4. Save sceregvl.inf
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5. Open acommand prompt (start->run->"cmd”)
a. Type “Regsvr32 c:\windows\system32\scecli.dll” (without the quotes) and hit enter

b. Click OK on the success dialog. If this message is not displayed, please check the paths of all the relevant files.

RegSvr32

l I DlIRegisterServer in ciwindowshsystem32\scecli.dll
S cucceeded.
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6. Open the MMC (start->run->"mmc”

a. Select File->Add/Remove Snap-in...

Click “Add”

Click “Close”
Click “OK”
Expand “Security Templates”

™m0 o0 T

Select “Security Templates” and click “Add”

“Security Templates” and choose “New Template Search Path” to specify any folder in which to create the new template.

h. Inthe New Template dialog, enter a name, such as Identity Finder Settings Template and click OK

i. Expand the new template, expand “Local Policies”, and select “Security Options”

j. You should see many “ldentity Finder:

‘

entries in the Policy pane - If these settings do not exist, please check and repeat steps 1-4

i Consolel - [Console Root\Security Temnplates\C:\Identity Finder\IDF1\Local Policies\Security Options] =N w2
E File Action View Favorites Window Help = [[& | =
s @B X=EE

| 2] Console Root | Policy = + || Actions

| 4 B Security Templates | Domain member: Digitally sign secure channel data (when possible) Security Op...

4 [ C\Identity Finder

4 _dIDFL

4 [ Local Policies

T

54 Account Policies

3 Audit Policy |
j User Rights Assigy |
S Security Options ||
5 Eventlog |
5 Restricted Groups
5 System Services
5 Registry
5 File System

Dorain member: Disable machine account password changes

Domain member: Maximum machine account password age

Domain member: Require strong (Windows 2000 or later) session key
Identity Finder: Console: Enable the Identity Finder client to send match d
Identity Finder: Console: Enables off-the-network endpoints to record dat
Identity Finder: Console: Enables the client to peform monitering enly
Identity Finder: Console: Polling interval (in seconds) for the Endpoint Sen
Identity Finder: Conscle: Send the location of the match data te the Entery
Identity Finder: Console: Send the match string of the match datato the E
Identity Finder: Console: The action types to send to the Management Co
Identity Finder: Console: The log message types that will be sent to the En
Identity Finder: Console: The match types to send to the Management Co
Identity Finder: Console: The public key generated by the Enterprise Cons:
Identity Finder: Console: The result location types that will be sent to the
Identity Finder: Consele: URL for the Enterprise Console.

Identity Finder: Console: Use fully qualified demain names for endpoint n
Identity Finder: Initialization- Configuration: Always copy settings from the
Identity Finder: Initialization-Configuration: Enable the ability for settings
Identity Finder: Initialization-Configuration: Specify that this is the first tir =

m 3

Maore ...

3

If there is an existing folder with templates, you may right click on that folder and choose “New Template.” You may also right click on

7. Each setting should appear as “Not defined” that indicates that the application default setting will be used. Detail about each setting and their
defaults are described in the “Identity Finder Client Configuration Guide”
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8. To modify a setting, double-click on it, click “Define this policy setting in the template”, choose the desired value, and click OK. There are entries
representing ints, strings, mutli-strings, and bitmasks. It is recommended that you save frequently (see step 8)
a. An enable/disable entry that corresponds to values 1 and 0

I

Identity Finder: Settings-Identities-55N: Enable AnyFind searc... @

Template Security Policy Setting |

= ldentity Finder: Settings-ldertities-SSN: Enable AnyFind searching
T for Social Securty Mumbers

Define this policy setting in the template
(@) Enabled
() Disabled

[ ok ]| Cancel |[ mepy |

b. A user defined string — there may be restrictions on the format of the string, but MMC does not allow the specification of rules — please
refer to the “Identity Finder Client Configuration Guide” for more detail on string values.

Identity Finder: Settings-Logging: The path feor saved log files... | § |[=234]

Template Securty Policy Setting |

j |dentity Finder: Settings-Logaging: The path for saved log files

Diefine this policy setting in the template
cdentityfinderogfiles

0K ][ Cancel ]’ Apply ]
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C.

A drop-down list with all acceptable values — the first value corresponds to 0 in the inf file

Identity Finden Settings-Locations-Files: File types to search. ... @
Template Security Policy Setting |

|dentity Finder: Settings-Locations-Files: File types to search.

Define this palicy setting in the template

‘Common v'
All Fitterable

Custom

All Files

TR R E——  —y—

x

Guide” as hexdecimal bit masks. MMC only supports decimal values so the information will be written to the inf in decimal.
Identity Finder: Settings-Save: The elements and optionstos... | 7 |[255]
Template Securty Policy Setting |

d. A bitmask with all acceptable values — the values are represented by Identity Finder and in the “Identity Finder Client Configuration

ldertity Finder: Settings-Save: The elements and options to save
= inthe Text Export

Define these policy settings in the template

Save tem Type
Save Location
Save ldentity Match
Save Idertity Type

Cmrnm hlsmmbme ~f b mmmmim

o | »

Ok || Cancel || mpply |

e
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e. Anintor DIWORD. MMC does not necessarily support entering large numbers via the Ul or the setting of a specific range, therefore it
may be necessary to manually edit the inf to enter the desired values and it will be necessary to refer to the “Identity Finder Client
Configuration Guide” to ensure that the values are valid.

Identity Finder: Settings-Performance: The number of kilobyt... @

Template Securty Policy Setting |

- Identity Finder: Settings-Performance: The number of kilobytes
T that should be search in each file

Define this policy setting in the template

&4 =

OK || Cance || fpply |

B
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f. A mutli-string value. NOTE: MMC sometimes exhibits unstable behavior when editing mutli-string values. It may be necessary to
manually edit the inf file with the desired values.

Identity Finder: Settings-Identities-SSM-AnyFind-USSN: Addit... [ 7 |5

Template Security Policy Setting

- ldertity Finder: Settings-ldertties-SSN-AnyFind-USSN: Additional
F keywords for finding unformatted ssns

V| Define this policy setting in the template

SID
uip|

[ ok J[ Camcel J[ Ao ]

Note: If it is necessary to manually edit the inf, the setting above would appear in the following format (comma separated list):
MACHINE\Software\ldentity Finder\ldentity Finder Enterprise Edition\Settings\AnyFind\addlssnKeywords=7,SID,UID

9. To save the template, right click on the template name and click “Save” — because of the instability of the MMC application, it is recommended
that you frequently save your work.

10. After all the desired settings have been made, make any manual edits that are necessary for DWORD or Multi-String values.
11. The inf is now complete and can be used as any other security template for application to a local machine or as part of group policy.
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12. To remove the Identity Finder settings from the machine so that they no longer appear in the Security Options, perform the follow steps:
a. Rename c:\windows\inf\sceregvl.inf to c:\windows\inf\sceregvl-idf.inf
b. Restore your backup copy of c:\windows\inf\sceregvl.inf by renaming c:\windows\inf\sceregvl-orig.inf to c:\windows\inf\sceregvl.inf
c. Launch the Registry Editor (start->run->"regedt32”)
i. Navigate to HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\SeCEdit\Reg Values
ii. Right Click on the “Reg Values” key and choose “Delete”
iii. Click Yes to confirm that you want to permanently delete the key and all of its subkeys.

i )

Confirm Key Delete

Areyou sure you want to permanently delete this key and all of its subkeys?

iv. Double-click on SecEditRegValues.reg and click “Yes” to merge your original settings back into the registry
d. Open acommand prompt (start->run->"cmd”)
i. Type “Regsvr32 c:\windows\system32\scecli.dll” (without the quotes) and hit enter
ii. Click OK on the success dialog. If this message is not displayed, please check the paths of all the relevant files.
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